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equivocalness (given the inherent ambiguity of natural
languages). Nonetheless, operational feedback has proven that
the current process can benefit from improvements. This is of
great significance since -analogously with safety-critical
software- these properties ensure that the benchmark regulation
being enforced by the CAAs is intrinsically effective.

Abstract—The purpose of this thesis project is to present an
innovative methodology (consisting of methods, tools and
procedures) which seeks to improve the rulemaking processes
currently used to develop aeronautical safety and security
regulations. The two main contributions of this methodology are:
its use of rigorous methods and tools to help improve the
regulation's validation process and its capacity to help identify
the impact of proposed amendments on enacting regulation
(while helping mitigate regressions).

Moreover, over the past few decades, technological and
ideological changes have prompted amendments within the
industry's established Regulatory Framework (see Section 4).
The purpose of such amendments has been the continual
assurance of safe, secure and efficient3 commercial operations
under an enhanced state-of-affairs (through the exclusion,
inclusion and/or evolution of affected regulations and/or
procedures). The predicament is that, independently of their
origin and dimension, regulatory and procedural amendments
inevitably lead to the (unwilling) introduction of new errors [2]
and the obsolescing of sanctioned workarounds. In other
words, amendments lead the framework from an "errorcognizant" state, where (an indicative part of) its inherent
errors have been identified (and possibly solved or
circumvented), to an "error-incognizant" state.
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I.

INTRODUCTION

The chief objective of Civil Aviation Authorities (CAA)
worldwide is to continuously guarantee the safety and security1
of civil aviation. To ascertain this, they have implemented a set
of complementing and hierarchical regulations at the
international, national and local level.
These regulations impose standards and recommended
practices specifically targeting the prevention2 of either
accidental events or unlawful acts of interference within a
given domain. This "regulation enforcement" approach to
safety and security imposes that the regulation's innate quality
and its homogenized and ubiquitous implementation become
effectual factors to the achievement of their objective.

Therefore, the aim of this thesis project is to present an
innovative methodology (consisting of methods, tools and
procedures) that will help improve the rulemaking processes
currently used to develop aeronautical safety and security
regulations.

In what concerns a regulation's innate quality, [1] identified
that aviation security regulations have three esteemed traits
steering their effectiveness, which are: consistency, robustness
and unambiguousness. Presently, rulemaking procedures
include a consultation and validation phase. In it, proposed
drafts are analyzed and discussed until they are considered
mature for adoption and publication. For this, special attention
is placed in: verifying their compatibility with existing rules,
attesting the exhaustiveness of their scope and limiting their

To better recognize this situation, this thesis also seeks to
appreciate the Regulatory Framework being implemented in
aeronautics, by identifying how the prevailing ideas (principles,
objectives and policies) within civil aviation are linked to the
regulatory infrastructure (regulations and procedures) being
implemented. This will help identify and bound the
"impingement zone" of the regulatory amendments, opening
the path for the subsequent development of the methodology
that will help identify possible regressions arising from such
type of amendments. Finally, the methodology that is proposed
shall be appraised by implementing it in the study of the

1
Safety relates to the prevention and mitigation of accidental events,
which can affect material or people while security is the prevention and
mitigation of intentional acts, which aim to affect planes or people.
2
Regulations seek to prevent accidental events and unlawful acts,
whereas reactive/emergency procedures dictate actions that help mitigate their
consequences.

3

A global efficiency attained through the prioritized optimization of
various factor such as: environmental and economic costs, performance …
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discerning operational certification requirements for Very
Light Jets (VLJs) in Europe and the United States of America.

instead of contriving their progress. Therefore, will their
consistency and robustness still be driving traits? And can their
adaptability be inferred through the models?

THE CHOSEN APPROACH

For example, given the current technological and
economical trends in the aeronautical sector, the industry is
preparing itself to the challenge of successfully extending
single crew operations to jet aircraft. More concisely, the Very
Light Jets (VLJs). The stakeholders to this undertaking -such as
the aircraft manufacturers, service providers and safety
regulators (which in the case of Europe would encompass
EUROCONTROL and EASA)- are concerned with
determining the regulatory enhancements (exclusions,
inclusions and/or evolutions) that will be required to ensure
safe operations under this new state-of-affairs.

In 2003, a group of French universities and research
laboratories proposed the implementation of rigorous methods
to assist in the specification, design and validation of regulation
documents [1]. They named their project EDEMOI.
Rigorous methods had already been used within other
domains of aeronautics, "to enhance the current practice of
procedures development" [3] and for the analysis and
verification of aeronautical safety critical systems. However,
the formal methodology developed by EDEMOI (see Figure 1)
sought to enhance the rulemaking process by incorporating
simulation and counterexample checking tools into the
validation phase, to better ensure the regulation's innate quality.
This methodology is centered on a two-step approach involving
two stakeholders: the Certification Authorities, which establish
International Standards concerning Civil Aviation Security,
and the Model Engineers, who translate these natural language
documents into formal models that can be tested.

The extended use of this methodology, in this case, would
be focused in helping identify the impact of regulatory
enhancements by modeling and comparing the regulations and
procedures, before and after an amendment is enacted (see
Figure 2).
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In the first step of this approach, a model engineer extracts
the security goals imposed in the International Standard and
translates them into a semiformal model that faithfully
represents their structure and relations (while reducing the use
of inherently ambiguous terms). This graphical model,
comprehensible to both stakeholders, is later revised and
validated by the certification authority, giving way to the
second step of the ‘EDEMOI approach’ in which the model
engineer performs a systematic translation of the semiformal
model to produce a formal model that can be analyzed through
test scenarios.
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Figure 2. The extended methodology.

Therefore, analogously with the work done in [4], rigorous
formal models of the affected aeronautical regulations will be
studied and animated to: (1) help identify the impacts of
proposed technologies on the regulation (influencing the
aircraft's operation and flight-cabin design), and (2) to infer
possible solutions for such incompatibilities.
It is important to say that this methodology does not aim to
provide the consequences of the "inaction" with respect to the
adjusting factors4, but rather to prevent the regression of the
regulatory framework by assessing the impact that the
amendments themselves have on the system (e.g. loss of
consistency and/or robustness, introduction of ambiguous
statements or ideas…).

Figure 1. The EDEMOI methodology.

Having obtained positive results from these experiences,
this thesis proposes a twofold expansion of the EDEMOI
methodology by (1) broadening its scope to include aviation
safety regulations and (2) by extending its usability throughout
the regulation's "lifecycle".

III.

More concisely, the extended methodology will devise
methods and provide tools to help validate and enhance
aviation regulations throughout their development, verification,
validation and amending phases. This presents a large
challenge as there are fundamental and operational differences
between safety and security regulations. At the outset, safety
regulations need to be more adaptive to the industry's
constantly evolving state-of-affairs, helping steer developments

RIGOROUS SPECIFICATION

As was done in our appraisal of Regulation 2320/2002 [4], an
interpretation of the regulation is captured using (part of) the
UML language (Figure 2, Step 2.a). The use of this graphical
4
An adjusting factor is any operational, ideological and/or
technological change whose introduction, into the civil aviation system,
obliges a change in the contemporary regulations to preserve the appropriate
overall functioning of the system.
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notation helps tackle the text's innate ambiguity, while
proposing a conceptual layout that can be validated/invalidated
by officials from the certification authority.

different CAAs then align their policies with those of the ICAO
and define new policies for the domains outside of ICAO's
competence.

The validation of this conceptual layout (Figure 2, Step 3)
helps establish the adhesion of the semiformal model to the
convened international standard. For this, the appraisal and
feedbacks provided by aviation authority officials are
integrated into the model by way of amendments. Once
validated, the semiformal model is translated (Figure 2, Step
2.b) to a rigorous formal model using translation rules between
the semiformal and formal notations (in this case, UML → Z).
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This ensures that our methodology benefits fully from the
integration of both approaches: the intuitive structured notation
of the semiformal approach and the precise semantics of the
formal approach.
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approach)

Finally, when the models have been deemed mature enough
(both in their notation and their faithfulness to the regulation)
an animation or verification tool (Figure 2, Step 4) is used to
test the formal model’s consistency (through simulation) and
robustness (through counterexample checking). The results of
the tests and simulation are stored to enable regression analysis
after further evolutions of the regulation and the models
(Figure 2, Step 5). Currently, two formal method targets are
being considered: RoZ + Jaza Animator [5] and Alloy
Analyzer [6]. However, independently of the software option
that will be ultimately chosen, it is important to fully apprehend
the context of these regulations and of the approach privileged
by the CAAs.
IV.
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On the Design of Flight-Deck Proceudres.
NASA CR 177642, June 1994.

Figure 3. The Regulatory Framework.

The Policies defined by the CAAs are then imposed
through local Regulations. These regulations must be
consistent with the standards stated in the ICAO Annexes. This
has led to a comprehensive base of compatible regulations.
Concerned stakeholders then design and implement Procedures
in conformance with these regulations.

THE REGULATORY FRAMEWORK

An important aspect of this thesis work is to correctly
understand the regulatory framework being implemented today
in the civil aviation domain. Therefore, the first part of this
thesis sought to propose a model of the idealistic regulatory
framework which is in place today.

However, these five elements cannot be considered as
simple aggregates of the Regulatory Framework. As discussed
in [7], the link between these elements is important and can be
exploited to facilitate the detection of possible discrepancies
and conflicts. Furthermore, a clear and structured
representation of these links will provide: (1) an understanding
of the Regulatory Framework and (2) insight on its interactions
with the different adjusting factors (which impose a change in
its state-of-affairs).

As stated before, CAAs worldwide strive to continuously
guarantee the safety, security and efficiency of the civil
aviation system. For this purpose they define policies and
administer regulations which are in line with globally
embraced objectives and principles. In addition to this,
concerned aviation stakeholders develop procedures that
dictate safe and practical methods for the successful
performance of aeronautical-related tasks5.

It should be noted that Figure 3, reflects the hierarchy of the
different civil aviation organizations/agencies and their
respective documents/rules by highlighting that CAA's derive
their regulations from ICAO policies and adopt its standards.
Furthermore, it identifies the regulations and the procedures, as
the "impingement zone" for the adjusting factors. Because,
given the industry's need for a flexible Regulatory Framework,
its underlying principles, objectives and policies use abstract
wording to convey what is deemed essential for the
development of civil aviation. This makes them less
susceptible to sways (owing to adjusting factors) than the
regulations and procedures, which require detailed wording
given the special need for unambiguousness at their level.

Combined, these five elements make up what we will refer
to as the Regulatory Framework. So, in broad terms, this
framework is a mix of: (1) the underlying ideas/concepts (i.e.
principles, objectives and policies) deemed essential for the
development of civil aviation and (2) the regulatory
infrastructure required for their implementation (i.e.
regulations and procedures).
As shown in Figure 3, the Regulatory Framework is rooted
from the Principles defined by the various concerned States.
However, it is the task of the ICAO to translate these political
goals into attainable Objectives and to define its Policies. The
5

Under the guidance and supervision of the Civil Aviation
Authorities.
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V.

implement the extended methodology to the case of VLJ
aircraft, in order to illustrate the main ideas and contributions
of both the model and the methodology.

APPRAISING THE METHODOLOGY

The methodology proposed will be appraised by implementing
it on the study of the discerning operational certification
requirements for Very Light Jets (VLJs) in Europe and the
United States of America. These small but relatively highperformance airplanes are a potential adjusting factor to a large
part of the regulatory infrastructure presently established within
civil aviation. This is due, in part, to the considerable contrast
between their small size/weight (seating between 5-8
passengers with an MTOW under 4,536 kg) and their relative
high performance (Cruise speed: ~ 0.62 M). But more
particularly, by the fact that they were designed to fly within
the same flight band (and terminal airspace) as that of
commercial-aviation airplanes (FL 330-350) with an "indesign" compatibility for both single and double flight-crew
operations.

By our part we believe that the introduction of VLJs into
the civil aviation system represents an excellent opportunity to
appraise this methodology. For this, we shall benefit from the
discerning operational certification requirements for VLJs in
Europe and the United States of America. Since VLJs in
Europe are not going to be certifiable for single crew
operations (in contrast with the FAA's decision for Part 135
operations), this gives us a "∆" (delta) between two state-ofaffairs which can be used as a "before" and "after" state to
compare (and tweak) the performance of our proposed tools.
The systematic probing would focus on the regressions
introduced by the amendments implemented in the USA, with
regards to its VLJ stance in a bid to facilitate the detection of
unintended consequences.

Concerned with this situation, both EUROCONTROL and
the European Aviation Safety Agency (EASA) have taken
steps to ensure the smooth entry of this new "technology"
while seeking to alleviate the ripple effects that it will have on
the civil aviation system. For example:

However, the work will not be a clear-cut translation of the
requirements (into a graphical and formal model). There is a
complexity in specifying all of their aspects; with a potential
loss of connotation during the conversion. This problematic is
inherent to the passage from a natural language to the semiformal and formal notation. Nevertheless, the converse is also
true; the translation to formal notation helps enrich the
requirements by imposing precision in terms and relations.

Under current mandates, VLJs are not required to be
equipped with an Airborne Collision Avoidance System
(ACASII) to operate within the EUR region.
But, given their forecasted growth and their incompatible
speed (with respect to large commercial airplanes),
EUROCONTROL may seek to impose the mandatory
equipping of VLJs with an ACASII system; to continue
ensuring a high level of safety and efficiency in the panEuropean Air Traffic Management (ATM) system.

Additionally, work is being pursued to determine the
possibility (and the interest) of extending this same
methodology onto other aspects of civil aviation, such as flight
procedures and manuals.
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Having already applied the methodology to the modeling of
Regulation 2320/2002, we have tested the compatibility
between the security guidelines imposed and the different
notations used to represent them. Consequently we shall
6

Limited to Part 135 operations. Requires an experienced
professional-pilot licence holder that has undergone special training.
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